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ABSTRACT: The intensification of data collection, storage and processing by institutions
calls attention to personal data protection. This basic applied research aims to verify, through
a case study, the compliance between a public institution of technological education’s data
protection regulation instruments and the addressed by the General Data Protection Law
(GDPR). The answers were collected by a structured questionnaire, being subsequently
tabulated and processed. The results demonstrate the relationship between the institutional
context and dimensions analyzed for the implementation of protocols, good practices and a
privacy governance program that meets institutional policies.
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RESUMO: A intensificagdo na coleta, armazenamento e tratamento de dados pelas
institui¢oes traz aten¢do quanto a prote¢dao de dados pessoais. Esta pesquisa basica aplicada
visa verificar, por meio de um estudo de caso, a conformidade entre instrumentos normativos
de prote¢dao de dados pessoais adotados por institui¢cao publica de ensino tecnologico e o
estabelecido pela Lei Geral de Protegdo de Dados Pessoais (LGPD). As respostas coletadas
pelo questionario estruturado foram tabuladas e tratadas, demonstrando a relagdo entre
contexto institucional e as dimensoes analisadas para a implementag¢do de protocolos e das
boas praticas. Conforme os resultados, considera-se a necessidade de implementagdo de um
programa de governanga em privacidade que va ao encontro das politicas institucionais.
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RESUMEN: La intensificacion en la recoleccion, almacenamiento y procesamiento de datos
por las instituciones llama la atencion acerca de la proteccion de datos personales. Esta
investigacion basica aplicada tiene como objetivo verificar, por un estudio de caso, la
conformidad entre los instrumentos normativos de proteccion de datos personales adoptados
por una institucion de educacion tecnologica publica y el establecido por la Ley General de
Proteccion de Datos (LGPD). Las respuestas obtenidas a partir de un cuestionario
estructurado fueron tabuladas y procesadas, evidenciando la relacion entre el contexto
institucional y las dimensiones analizadas para la implementacion de protocolos y buenas
practicas. De acuerdo con los resultados, se considera la necesidad de implementar un
programa de gobernanza y privacidad que cumpla con las politicas institucionales.

PALABRAS CLAVE: Ley General de Proteccion de Datos Personales. LGPD. Ambientes de
ensenanza.

Introduction

According to Davenport (1998, p. 18), "data are simple observations about the state of
the world" and have as characteristics to be: "easily structured, obtained by machines, often
quantified and easily transferable", while information would be a set of "data endowed with
relevance and purpose", requiring "unit of analysis, consensus in relation to the meaning and,
necessarily, human mediation". Such mediation may present itself by the "interaction between
humans and the systems, bringing with it concepts such as information security and privacy
involved in this process” (SOUZA; ARIMA; BELDA, 2020, p. 1310).

We are surrounded by diverse technologies, so the use of digital media for teaching
and learning processes is directly related to the treatment of data stored and used by
institutions, and they must adopt policies for the protection of personal data and information
based on specific legislation.

The General Data Protection Law (GDPR), Law no. 13,709, of August 14, 2018
(BRAZIL, 2018):

Provides for the processing of personal data, including in digital media, by
natural persons or legal entities of public or private law, in order to protect
the fundamental rights of freedom and privacy and the free development of
the personality of the natural person.

With the enactment of Constitutional Amendment No. 115 (EC115), published on
February 11, 2022 in Section 1, Issue 30, Page 2 of the Official Gazette of the Union, the
Brazilian Federal Constitution of 1988 now contemplates the list of fundamental rights and
guarantees of data protection, establishing the competence of the federative entities to

legislate on the subject (BRAZIL, 2022).
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Law No. 11.892, of December 29, 2008 (BRAZIL, 2008), among other provisions,
establishes that:

The Federal Institutes are multi-curricular and multi-campi institutions of
higher, basic and professional education, specialized in offering professional
and technological education in different modalities of education, based on
the combination of technical and technological knowledge with their
pedagogical practices, according to this Law.
In this sense, this research aims to study the normative instruments for personal data
protection adopted in a public technological educational institution and current outcomes for

the development of policies and procedures in one of its campuses.

Theoretical Background

For Pierre Lévy (2014, p. 23), "we still do not know how to systematically transform
data into knowledge", bringing the reflection regarding a "participatory digital memory, in the
process of constitution, common to the whole of humanity in search of solving this problem
of semantic interoperability".

In this sense, the author establishes a unity of nature founded on the notion of
information, addressing a synthetic image of the informational nature and its scientific
concept, conceiving the nature of information in successive layers: from quarks to atoms,
from molecules to organisms, from nervous systems to phenomena, and from symbols to
concepts (LEVY, 2014). One possible interpretation would be that data would be equivalent
to symbols, albeit unmodalized, but not meaningless.

On October 24, 1995, the European Parliament and the Council of the European Union
published in the Official Journal No. L 281 of 23/11/1995, pages 31 to 50, the "Directive
95/46/EC on the protection of individuals with regard to the processing of personal data and
on the free movement of such data". (UNIAO EUROPEIA, 1995).

Article 29 of Directive 95/46/EC established the creation of the advisory and
independent "Working Party on the Protection of Individuals with regard to the Processing of
Personal Data", the "Article 29 Working Party (WP29)". It also provides a definition of

personal data, fragmenting it into 4 (four) pillars or main elements:

[...]'any information', 'relating to', 'natural person', 'identified or identifiable'.
The four pillars are closely related and support each other, together
determining whether or not information will be considered personal data [...]
(UNIAO EUROPEIA, 2007, p. 6, emphasis added).
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In Brazil, the GDPR besides bringing a similar definition of personal data, regulates in

its 10 (ten) chapters:

‘General provisions'; 'processing of personal data'; 'data subject rights';
'processing of personal data by public authorities’, 'international data
transfer’; 'personal data controllers’; 'security and good practices';
'supervision'; National Data Protection Authority (ANPD) and National
Council for Personal Data Protection and Privacy' and 'final and transitory
provisions'. (BRAZIL, 2018).

Article 6 of the GDPR establishes, among others, principles to be observed, so that the
treatment policies adopted allow users to be aware of the ways in which their data will be
used, making it possible to avoid or reduce the collection and use of their information by third
parties. In order to apply the concepts, the main elements have been summarized in

dimensions, as shown in Table 1.

Table 1 — Personal Data Protection Dimensions

1. Foundations (FUN): Concern with the "protection of personal data when processed, including in
digital media, in order to protect the fundamental rights of freedom, privacy and the free development
of the personality of the natural person". (BRAZIL, 2018, s/p [web]).

2. Principles (PRI): Meeting the principles of "purpose, appropriateness, necessity, open access, data
quality, transparency, security, prevention, non-discrimination, accountability, and responsibility”
(BRAZIL, 2018, s/p [web]).

3. Processing of personal data (TRA): "Any operation performed with personal data", being
indispensable the consent of the data subject "in writing or by any other means demonstrating the
expression of will" "free and unequivocal". (BRAZIL, 2018, s/p [web]).

4. 4. Rights of the data subject (DIR): The right to "withdraw consent", "update", "anonymize", "block"

or "delete" personal data to the data subject (BRAZIL, 2018, s/p [web]).

Source: Adapted by the authors based on the GDPR (BRAZIL, 2018)

Chapter 4 of the GDPR regulates the treatment by the public authorities, including
making direct reference in the caput of Article 23 to Law No. 12,527 of November 18, 2011,
also known as the Law of Access to Information (LAI), and must "[...] be carried out for the
fulfillment of its public purpose, in pursuit of the public interest, with the aim of executing the
legal powers or fulfilling the legal attributions of the public service” (BRAZIL, 2018).

Additionally, article 50 makes, in its three paragraphs, direct references to principles

listed in article 6, such as purpose, quality, safety, prevention and accountability.
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Methodological Procedures

According to the classification of research made by political scientist Donald Stokes,
this is basic-applied research, driven by investigative curiosity about particular phenomena,
not necessarily aiming at “general explanatory goals nor any practical use to which its results
are destined” (STOKES, 2005, p. 119).

According to Yin (2001, p. 11 and 47), the case study is an empirical inquiry focused
“on contemporary phenomena inserted in some real-life context”, having as a prerequisite the
systematization of procedures through protocols.

This study covers the “Campinas campus linked to the Federal Institute of Education,
Science and Technology of Sao Paulo — IFSP” and, as it is a single case study, the data
collected and its consequent analysis will not allow the generalization of the results (BRAZIL,
2018). For data collection, a structured digital questionnaire on the Google Forms platform
was adopted as an instrument. It also counts on the voluntary participation of 80 teachers and
managers registered in the “Unified Public Administration System” (SUAP in the Portuguese
acronym) of the campus, having collected a total of 15 responses.

According to Likert (1932), surveys involving statements of opinion and attitude are
considered an indirect method of gauging dispositions that are more easily signified and
expressed in verbal form, and can, consequently, be grouped into patterns. Therefore, the
Likert scale will be used, in which the answers obtained show the degree of agreement of the
participants with the sentence, contemplating levels from 1 to 5 of the scale, classified
respectively as: "I completely disagree", "I disagree", “Neutral”, “Agree” and “Completely
Agree”.

Regarding the investigation of the normative instruments adopted by the IFSP in
compliance with the requirements addressed in the GDPR, the documentary research of this
study includes the institution's Statute and the most recent Ordinances, which approve the
Internal Regulations of the Digital Governance Committee and update the "Information and
Communication Security Policy - PoSIC", as well as the "Personal Data Protection Policy”

(BRAZIL, 2020).
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Data Analysis

The interpretation of the results will initially be from the following structure: PDP -
Participants' Profile and CDI - Context of the institution.
Next, personal data protection dimensions will be investigated:
e FUN — Foundations of personal data protection;
e PRI — Principles of personal data protection;
e TRA — Processing of personal data;
e DIR — Rights of the personal data subject.
The sample has 15 collected answers. The profile of the participants is characterized
according to age, education, time in the institution and whether the participant currently holds

a management position, according to Table 2.

Table 2 — Participant Profile

Professors Age Education How long in the institution =~ Manager
D1 30-39 Master’s between 4 and 10 years No
D2 50-59 Doctorate between 4 and 10 years No
D3 30-39 Master’s between 4 and 10 years No
D4 30-39 Doctorate between 10 and 20 years No
D5 50 -59 Doctorate More than 20 years Yes
D6 40 -49 Doctorate between 4 and 10 years Yes
D7 60 - 69 Doctorate between 4 and 10 years No
D8 50-59 Master’s between 4 and 10 years No
D9 30-39 Doctorate between 4 and 10 years Yes
D10 40 - 49 Doctorate between 4 and 10 years Yes
D11 50 -59 Doctorate between 4 and 10 years No
D12 50-59 Doctorate between 4 and 10 years No
D13 40 - 49 Master’s between 4 and 10 years No
D14 30-39 Master’s between 4 and 10 years No
D15 18-29 Master’s between 4 and 10 years No

Source: Research results

The participant's profile changes according to their education, and it is observed that
only two age brackets encompass 64% of the teachers, these being 30 to 39 years old and 50
to 59 years old; while in the first bracket the highest concentration is of master's degrees, in
the second, most have doctorates.
The analysis of the context of the institution (CDI) covers the investigation of:
e CDIl — Adoption of a sufficiently clarifying Information and Communications
Security Policy (PoSIC) by the institution;
e (CDI2 — Technical protection controls for stored personal data;

e (CDI3 — Transparency and free access to stored personal data and information;
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e CDI4 — Training or events that address privacy and protection of personal and
operational data;

e CDIS — Adoption of different authentication methods;

e (CDI6 — Communication, via notices, about privacy and personal data protection;

e (CDI7 — Information Security Awareness;

e (CDI8 — Awareness about protection of confidential information in electronic format.

Initially, the awareness of the results regarding the adoption of a sufficiently clarifying
Information and Communication Security Policy (PoSIC) by the institution, addressed by the
element CDI1, will bring us evidence of possible neutral answers in the statements about the
context of the institution.

As can also be seen in Figure 1, 40% of the participants agree that the institution
adopts a PoSIC; however, 26.67% say they are not aware of its content, and 13.33%, that its
content is not enlightening enough.

Despite 60% of the participants not being able to say whether the institution adopts a
PoSIC, a premature inference of this phenomenon could call into question their level of
familiarity with the topic in question. However, the participants add in their answers that 'in
the institution the employees know little about the GDPR, and there are no institutional
measures adopted for data protection, leaving it up to the good sense of the employee to

protect the data', and also 'not having any knowledge about data protection in our institution’.

Figure 1 — Graphical representation of ICD1 responses*

cDoN 60% 27% 13%

100 50 0 50 100
Percentage
Legenda Mao sei dizer se a instituicdo adota uma PoSIC

Ainstituicio ndo adota uma PoSIC

Ainstituicio adota uma PoSIC, porém nao tenho ciéncia sobre seu conteddo
Ainstituicio adota uma PoSIC, porém seu contelido ndo é suficientemente esclarecedaor

Ainstituicio adota uma PoSIC suficientemente esclarecedora

Source: Research results

4 Niao sei dizer se a instituigdo adota uma PoSIC = I can't tell if the institution adopts a PoSIC; A
instituicdo ndo adota uma PoSIC = The institution does not adopt a PoSIC; A instituicdo adota uma PoSIC,
porém ndo tenho ciéncia sobre seu conteudo = The institution adopts a PoSIC, but I am not aware of its content;
A institui¢io adota uma PoSIC, porém seu conteudo ndo ¢ suficientemente esclarecedor = The institution adopts
a PoSIC, but its content is not sufficiently clarifying; A instituicdo adota uma PoSIC suficientemente
esclarecedora = The institution adopts a PoSIC that is sufficiently clear
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For a proper analysis, the factors related to this point are investigated in greater depth
both in the next ICD elements and then in the analyses of the personal data protection
dimensions.

Next, it can be seen from Figure 2 that the only aspect that showed a high degree of
agreement (67%) was ICD5, which refers to the fact that the institution adopts, for user access
to the systems, different authentication methods, such as user and password, biometrics,
tokens by applications.

The other answers show a high degree of disagreement, and can be divided into two
groups, one with 80% disagreement and the other with 60% disagreement. CDI4, CDI7 and
CDIS8 have 80% disagreement, when they talk about aspects related to conducting training or
events that deal with privacy and protection of personal data; awareness of the context of
information security; and how to protect confidential information in electronic format.

Next, with 60% of disagreement, are CDI2, CDI3, and CDI6, when addressing
institutional aspects regarding the implementation of technical controls to protect personal
data stored in its systems; whether it offers data subjects transparency and free access to the
information and personal data stored in its systems; and the communication of issues that are

related to privacy and data protection.

Figure 2 — Graphical representation of responses from CDI2 to CDI8?

ZDls 13% 20% 67%
CDIE | 60% 13:% 27%
cDI2 | 60% 27% 13%
CDIg B0% 13:% 7%
cor &0% 13}’;‘5 7%
CDl4 &0% 13% 7%
CDI3 60% 35‘:% 7%
100 50 0 50 100
FPercentage
Legenda Discardo totalmente Discordo Meutro Concordao Concordo totalmente

Source: Research results

It is also noteworthy that ICD2, ICD3 and ICDS5 present a certain degree of neutrality

in relation to the other aspects analyzed, with emphasis on the 33% of ICD3, when dealing

5 Discordo totalmente = Completely disagree; Discordo = Disagree; Neutro = Neutral; Concordo =
Agree; Concordo totalmente = Completely agree

RIAEE — Revista Ibero-Americana de Estudos em Educagdo, Araraquara, v. 17, n. 3, p. 1855-1871, July/Sept. 2022. e-ISSN: 1982-5587

DOI: https://doi.org/10.21723/riaee.v17i3.16789 1862



GDPR application analysis in a public educational institution: A case study

with transparency and free access to information, which indicates a possible relationship of
the indexes analyzed here with the phenomenon observed in ICD1.

The analysis of the personal data protection dimensions will contemplate the
Fundamentals (FUN), Principles (PRI), Treatment (TRA) and Rights of the Data Subject
(DIR).

With regard to the fundamentals of personal data protection (FUN), the pillar is the
provision in the first sentence of Article 1 of the GDPR when it establishes that the institution,
in its various activities, must be concerned with the "protection of personal data when
processing", "including in digital media, in order to protect the fundamental rights of freedom,

2

privacy and the free development of the personality of the natural person". (BRAZIL, 2018).

Figure 3 — Graphic representation of FUN1 responses

FLIMA 27% 33% 40%
100 a0 ] 50 100
Fercentage
Legenda Discordo totalmente Discordo Meutro Concordo Caoncordo totalmente

Source: Research results

e According to Figure 3, it can be observed that, despite 40% of respondents agreeing,
there is a high degree (33%) of neutrality if compared to the total, and, in addition,
approximately 27% of disagreement, thus bringing divergent and inconclusive results.

e The analysis of personal data protection principles (PRI) covers the investigation of
whether, during the process of collecting and processing personal data, the institution
informs its data subjects:

e PRII - "The specific purpose(s) of the use of such data" (BRAZIL, 2018);

e PRI2 - "The level of commitment to meet the informed purpose(s)" (BRAZIL, 2018);

e PRI3 - "Whether it allows free and facilitated consultation about the form and
duration of the treatment, as well as the completeness of its personal data" (BRAZIL,
2018);

e PRI4 - "Whether it allows the updating of its data" (BRAZIL, 2018);

e PRI5 - "Whether it provides accessibility and clarity of information about the

performance of treatment" (BRAZIL, 2018);
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PRI6 - "If uses technical and administrative measures suitable to protect personal data
from unauthorized access and accidental or unlawful situations of destruction, loss,
alteration, communication" (BRAZIL, 2018);

e PRI7 - "They use measures to prevent the occurrence of damage due to the processing
of personal data," such as restrictions on access and authentication, adoption of
encryption (BRAZIL, 2018);

e PRI - "It will be impossible to carry out treatment for discriminatory, illicit or
abusive purposes", from the collection to its use, modification, dissemination and
elimination of the data (BRAZIL, 2018);

e PRI9 - "It will adopt measures of compliance with the standards of protection of
personal data, being responsible for the effectiveness of these measures" (BRAZIL,
2018).

Figure 4 shows that the answers presented a range between 20% and 46.67% of
neutrality, which may indicate the need for attention to the principles listed by the GDPR,
especially PRI6 - the security principle, provided for in Article 6, item VII, which deals with
the use, by the institution, of "technical and administrative measures to protect personal data”

(BRAZIL, 2018).

Figure 4 — Graphical Representation of PRI Responses

FRI4 20% ZF’I".'B - 33%
]

PRIT | 27% 27% 47%
PRI9 | 33% 3% I 33%
PRIS | 27% a0% ] 33%
PRI | 53% 20% I 27%
PRIG | 33% % B 20%
PRIS | 40% 40% B 20%
PRIZ | 40% a0% N 20%
PRI2 | 53% % [ 20%
100 50 0 50 100
Percentage
Legenda Discordo totalmente Discordo MNeutro Concordo . Concordo totalmente

Source: Research results

Still analyzing the answers with a high rate of neutrality when compared to the rates of
agreement and disagreement, PRI8 - "principle of non-discrimination”, foreseen by article 6,

item IX, despite the 33.33% of agreement, presents an even higher degree (40%) of neutrality,
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a fact that is associated with the 26.67% of disagreement when dealing with the adoption of
measures by the institution that make it impossible to "perform treatment for discriminatory,
illicit or abusive purposes" from the collection to its use, modification, dissemination and
elimination of the data (BRAZIL, 2018).

In this same range of 40% of neutrality, PRI5 - "transparency principle", provided for
by Article 6, item VI, still shows 40% of disagreement and draws attention to possible
adjustments by the institution regarding the guarantee, to the holders, of accessibility and
clarity of information about the "conduct of processing and respective agents responsible" for
data processing (BRAZIL, 2018).

An analogous situation occurs with PRI3 - "principle of free access", provided by
Atrticle 6, item IV, which provides that the institution must guarantee that data subjects are
consulted "easily and free of charge on the form and duration of the processing, as well as on
the completeness of their personal data" (BRAZIL, 2018).

The principle PRI9 - "principle of accountability and responsibility", listed by Article
6, item X, presents equal rates of 33.33% for disagreement, neutrality and agreement when
addressing the adoption of measures of "observance and compliance with the standards of
personal data protection, taking responsibility for the effectiveness of these measures"
(BRAZIL, 2018).

The highest degree of disagreement is found in PRI1 and PRI2, with the index of
53.33%. PRI1 - "principle of purpose", provided by Article 6, item I, provides that the
"performance of the processing is for legitimate, specific, explicit purposes and informed to
the data subject, without the possibility of further processing in a manner incompatible with
these purposes" (BRAZIL, 2018).

In the same context, PRI2 - "principles of adequacy and necessity", provided by
Article 6, items II and III, address the "level of commitment to meet the purposes of data
processing informed to the data subject, limiting the processing to the minimum necessary”
(BRAZIL, 2018).

PRI4 and PRI7 were the only elements that presented a higher degree of agreement
than the others. With 53.33% of agreement, PRI4 - "principle of quality", provided by Article
6, item V, provides that "the holder is guaranteed the possibility of updating, accuracy, clarity
and relevance of their data, according to the need and for the fulfillment of the purpose of
their treatment" (BRAZIL, 2018).

While with 46.66% agreement, PRI7 - "prevention principle", provided by Article 6,

item VIII, deals with the "adoption of measures to prevent the occurrence of damage due to
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the processing of personal data", such as access restrictions and authentications and adoption
of encryptions (BRAZIL, 2018).

The analysis of the "processing of personal data" (TRA) covers the investigation of
whether the institution:

o TRA 1 - asks the data subjects or legal guardians for their "consent in writing or by
some other means that demonstrates manifestation of will" if there is interest in data
processing (BRAZIL, 2018).

It can be observed that the answers present some degree of neutrality (26.67%) when
compared to the other indexes and, as can also be visualized in Figure 5, the total index of
disagreement is 40%, while the total of agreement is 33.33%.

With respect to the 40% of disagreement, it is observed the need on the part of the
institution to ask the holders or legal guardians for their consent if there is interest in data
processing, meeting the provisions of Article 7 of the GPDR, item I (BRAZIL, 2018). In
addition, there are nine other items containing the hypotheses that must be met in order to

carry out the processing of personal data (BRAZIL, 2018).

Figure 5 — Graphical Representation of TRA Responses

TRA1 40% 27% 33%
100 50 0 50 100
FPercentage
Legenda Discordo totalmente Discordo Meutro Concordo Concordo totalmente

Source: Research results

The analysis of the "rights of the data subject" (DIR) covers the investigation of
whether, upon the termination of the specific purpose of the processing, the institution
guarantees data subjects the right to: DIR1 - "Revocation of consent"; DIR2 -
"Anonymization of personal data"; DIR3 - "Blocking of personal data"; DIR4 - "Deletion of
personal data" (BRAZIL, 2018).

It can be observed from Figure 6 that the responses presented a range between 40%
and 60.00% of neutrality, which may indicate the need for attention to the "rights of the data
subject" listed by the GPDR, especially to DIR1 - "right of the data subject to revoke his or
her consent" provided by Article 18, item IX (BRAZIL, 2018).
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Figure 6 — Graphical representation of DIR's responses

DIRZ | 33% 40% | 27%
DIR3 | 40% 47% B 13%
DIR4 | 47% 47% | 7%
DIR1 33% 50% 7%
100 50 ] 50 100
Percentage
Legenda Discordo totalmente Discorda Meutro Concordo . Concordo totalmente

Source: Research results

Final remarks

The results and the data analysis demonstrate the relationship between the institutional
context and the investigation of the dimensions that touch on fundamentals, principles,
treatment of personal data and rights of the data subject, referring to the need for adjustments
by the institution that, despite adopting a PoSIC, it is observed that a large part of the
participants affirm not being able to say that this occurs.

Such statement corroborates the high degree of disagreement about the adoption of
technical controls, transparency and free access, training or events that deal with privacy,
communication and awareness about information security. The only exception is the adoption
of different authentication methods by the institution, which significantly improves security as
to access controls.

In turn, it can be seen from the heat map in Figure 7 that the analysis of the
dimensions presents a certain degree of neutrality - central region of the map - when

compared to those of disagreement and agreement.
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Figure 7 — Heat map of the answers of the personal data protection dimensions®

TRAT 20.0% 20.0% 26.7% 13.3% 20.0%
PRIZ 20.0% 13.3% 33.3% 13.3% 20.0%
PRIZ 20.0% 6.7% 40.0% 20.0% 13.3%
PRI7 20.0% 6.7% 26.7% 33.3% 13.3%
PRIG 20.0% 13.3% 46.7% 6.7% 13.3% Perc%]]t
PRIS 33.3% 6.7% 40.0% 13.3% 6.7%
PRI4 13.3% 6.7% 26.7% 33.3% 20.0% =
PRIZ 26.7% 13.3% 40.0% 6.7% 13.3% 50
PRIZ 20.0% 33.3% 26.7% 5.7% 13.3% o5
PRI 20.0% 33.3% 20.0% 13.3% 13.3% ]
FUNA ET% 20.0% 33.3% 33.3% 6.7%
DIR4 33.3% 13.3% 46.7% 0.0% 6.7%
DIR3 33.3% 5.7% 46 7% 5.7% 67%
DIR2 13.3% 20.0% 40.0% 20.0% 6.7%
DIRA1 267% 5.7% _ 6.7% 0.0%
Discordo total.  Discordo Meutro Concordo  Concordo total.

Source: Prepared by the authors

The dimensions analyzed address mandatory elements of the GDPR when dealing
with fundamental rights constitutionally provided, such as freedom, privacy, free development
of the personality of the natural person through the protection of personal data, as well as
compliance with the principles listed by law: purpose, adequacy, necessity, free access,
quality, transparency, security, prevention, non-discrimination, accountability.

Additionally, when processing their personal data, the consent of the holder must
demonstrate their express and unequivocal manifestation of will, as well as the rights of
revocation of consent, alteration, anonymization, blocking or elimination of the personal data.
It must also ensure that each 'purpose’ will be unique, legitimate, specified, explicit and in
'adequacy’ to the context of each informed purpose, so that the operation is limited to the
minimum 'necessity' and allows its full 'free access', free of charge and facilitated,
guaranteeing the 'data quality' through its accuracy, relevance, updating and 'transparency’,
without renouncing to the adoption of measures capable of proving the 'security’, 'prevention’,
'non-discrimination', 'accountability and responsibility' of the processing agent.

Figure 8 represents the elements discussed and analyzed here, illustrating the flow of

personal data protection within the institution.

¢ Discordo totalmente = Completely disagree; Discordo = Disagree; Neutro = Neutral; Concordo =
Agree; Concordo totalmente = Completely agree
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Figure 8 — Flow of personal data protection’

Contexto da instituicdo

Normas, politicas, procedimentos,
controles e protocolos internos

Fundamentos

Liberdade, privacidade e livre desenvolvimento
da personalidade da pessoa natural

Principios

Finalidade, adequacao, necessidade, livre acesso,
qualidade, transparéncia, seguranga, prevencgao,
nado discriminagao e responsabilizacdo

Tratamento

Consentido, legal, finalistico, especifico,
formal, acessivel e revogavel

Direitos do titular

Privacidade, intimidade e liberdade de acesso,
informacao, corre¢do, anonimizagao,
portabilidade, eliminacdo e revogagao

QOO

Source: Prepared by the authors

The necessary adjustments to the campus are presented in the relationship of the
institutional context with the dimensions of personal data protection provided by the GDPR,
demonstrating the need to implement a privacy governance program that meets the
institutional PoSIC, in a transparent way, with technical controls, training, communications
and awareness.

Such measures consolidate a link of commitment and promote a relationship of trust
between the data subject and the institution, as they are effectively integrated, applicable and

adaptive.

7 Contexto da institui¢do: Normas, politicas, procedimentos, controles € protocolos internos = Context
of the institution: Norms, policies, procedures, internal controls and protocols; Fundamentos: Liberdade,
privacidade e livre desenvolvimento da personalidade da pessoa natural = Foundations: Freedom, privacy and
free development of the personality of the natural person; Principios: Finalidade, adequacdo, necessidade, livre
acesso, qualidade, transparéncia, seguranca, prevencdo, ndo discriminagio e responsabilizagdo = Principles:
Purpose, appropriateness, necessity, open access, quality, transparency, safety, prevention, non-discrimination,
and accountability; Tratamento: Consentido, legal, finalistico, especifico, formal, acessivel e revigavel =
Treatment: Consent, legal, finalistic, specific, formal, accessible and revigable; Direitos do titular: Pivacidade,
intimidade e liberdade de acesso, informacdo, correcdo, anonimizagdo, portabilidade, eliminagdo e revogagdo =
Rights of the holder: Pivacity, intimacy and freedom of access, information, correction, anonymity, portability,
deletion and revocation
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